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NINQD |'PNN7 "MIUN N7 IN node.js OV TAIV N7¥) 'N7 02 021NN DX O'NMNNY [N 'R D19 [wnna
1w node.js 7w

Sign data

There are two way to sign data, use netPassport in node.js or by EXE file
Node.js

e download your private key from netpassport.io .
e S npminstall net-passport

{ signer } = require("net-passport");

fs = require("fs");

pk = fs.readFileSync(
path.join(__dirname, "lib", "keys", "privatekey.pem"),
"utf-8"
);

pk = path.join(__dirname, "lib", "keys", "privatekey.pem")
message = {

netPassportlD: 112233,

myData: "Hi there"
It

signature = signer.sign(message, pk);

send the signature to the API.

Learn more about net-passport in https://www.npmjs.com/package/net-passport.
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By exe file

download your private key from netpassport.io, and EXE file from:

port = 8040;
exec = require("child_process").exec;
createServer() {
return Promise((resolve, reject) => {
child = exec( netPassport-win.exe S{port}’);

child.stdout.on("data", data => {
console.log(data);
resolve("ok");

1;

child.on("error", err => {
console.log(‘exe failed!, S{err}’);

reject("err");

signature = await axios.post( http://localhost:

privatekey: "./privateKey.pem",
netPassportID: "588406346880516097",
data: JSON.stringify(modulData),

1,

port}/sign’, {

verify = await axios.post( http://localhost:S{port}/verify’, {
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https://sws.wizground.com/files/netPassport-win.exe
https://sws.wizground.com/files/netPassport-macos
https://sws.wizground.com/files/netPassport-linux
https://netpassport.io/home
https://netpassport.io/

8

privatekey: "./privateKey.pem",
netPassportID: "588406346880516097",
data: JSON.stringify(modulData),

signature: signature.data,

1,

console.log(verify.data);
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H-connect Errors

Error in APl parameters

Body. Station parameter is missing

NWNAN a1 station nTw 10N

Body. Plugin parameter is missing

NWpaN 91 station nTw 10N

Body. Company parameter is missing

NWpaN 91 station nTw 10N

Body. Message parameter is missing

NWNAN a1 station nTw 10N

body.message.netPassportID parameter is missing

NYpan 91w message nTwanetPassportID nTw

body.message.pluginData parameter is missing

NYpan qnaw message nTwa pluginData nTw 10N

body.signature parameter is missing

NWNIAN 91A1 signature NTw 1oN

your net passport is not correct

Net Passport w21/ nin'x 1on

Not in service

Hconnect - NNwA X7 NWpIann nannn

you are not allowed to use [moduleType] module

wpiann 21mn% Nawawni nreIn 'K

Failed to load [moduleType] module

21TINN N1'WLA NRDY

No [plugin] parameters file

IN23N 21TIN% 0NLNI9 Yalp |I'N

Failed to validate [plugin] module

D1ININ NIN'RA ARAY

Batch file '[batchPath]' doesn't exist

D'"p X7 NINN YaIp

ISIRIRISIIE B 10|10 IN]ion lur |14 flw fIN fi-

Invalid JSON ['PN X7 JSON
(nann21) onvnan yaip — parameters file
1 |no field key field nTw '%
g 'field' value is empty i field nTwin 1w
§ no required key required nTY |'N
4 'required' value is not Boolean 1IN712 N7 required nTwn Y
5 | no type key type nTY 'K
6 invalid 'type' PN N7 type NnTwN W
7 | no length key length nTw 'N
8 'length' value is not numeric type NTwWA 2107 DNIN N7 length nTwin W
9 | pluginData object PN 87 01IMan JSON
@ no data key in pluginData pluginData 1 data nTw |'N
11 | your data is not an array 7un '8 data NTUN A0
invalid data- D'2'pn X7 D1IM
1 required field vaT NTY
g type error, [field] is not a [field type] 12¥) N7WIY 71UN AI0
3 length err ([field]) length ([length]) is not small 1Y N7wIY 7IUn 1IN

equal to [type] length ([field length])
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API NN TIP? NAAIT

API Post
Send post APl request to https://ws.wizground.com/api In the following structure:

11'M 22PN, 011NN TONA 12TV DI UXAN' 87 "2 1aon" NAwawnimimn K? v 72,27 0w v
NAYAYWNY7 107" K2 D1IIMIN X NI'PN NIIXA NTAV API i nkNpY

JS example:
fetch ("https://ws.wizground.com/api", {
headers: {
"Content-Type":"application/json"
L
method: 'POST',

body: JSON.stringify({

"station": "4cf0a29b-5e20-4855-a46b-8293f31c1d59", // wanted station's ID

"plugin": "imovein", // wanted module's name

"company": "demo", // wanted company

"message": { // message body:
"netPassportID": "5884063480516097", // net-passport ID
"pluginData":[ {

"Accountkey": "2",
"Reference": "9000919",
"DocumentID": "34",
"ltemKey": "4202",
"Quantity": "20.00" },

"Accountkey": "2",
"Reference": "9000919",
"DocumentID": "34",
"ltemKey": "4203",
"Quantity": "5.00"

1,
// signed data (explanation below)

"signature": "eyJhbGciOiJQUzI1NilsInR5cCl6IkpXVCJ9.eyJuZXRQYXNzcG9
ydEIEIjoiNTg4NDA2MzQ20DgwNTE2MDk3liwibXIEYXRhIjoiaGVsbG8iLCIpYXQIOjE2MDASNTY2MjJ9.Ez74)6dZjP-
chNoTZVR0O24 _e5wvSXxmX3FFB99VRY7F7AQQt_YcYdHcZj-SInfN7w7Tqg-18zBGNDrvtnpBIXIiFmXkr7Q66VCas-
£09S-alm4Z3jBFHPFFMFY3bfm_EDKKeqBVxC304pYdflplfYQNJ-6Yn-
[fw7fvDmHgnDDronmPwGhTv)Cqul160gLC24dOMVMINFFqDkD3sT-h6iWBcBunSd-
ZkczZpPOUVa6PXJoH494LIPI8tn4vZruYYLLOjhMNPEMB2pT48ugilinK-GpzTRA67Zs)738T- -
HE6USFVIMZ8HA7FjEkv8PSHOZWutj8WDEIG8DzH0Zc28q)qBWPZsU43bimQyVXBrvVOxZ7Xw6cOPeUzMcQkiHoxnD3
c¢55mLNXvNDuKuJBIOBBJjgy2iDdQf-L1denrgaacTtgPaFquNB-vtkxtYILStElc_2-50z-

MKOjHVRtsWx2f _2nNIVBOEXT-A_kDJgn9r-AFXiJN3hgE_ISQ"
1

.then(response => response.json())
.then(result => console.log(result))

.catch(error => console.log('{error} S{ error }'));
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12|

:JSON7 NI90I1 NIXAAIT

JSON KUPAIN

Imovein json:

,"accountKey":"2"}
,"docNumber":"699"
,"transType":"33"
,"payDate":"13\/01\/2021"
,"suF":"100.00"
,"payments":"1"
S "creditFirm"
,"chegsCustomerlD":"123456789"
,"stockPhone":"0509876543"
,"Digits":"18804"
,"FirstPayment":"0"
"stockExtraText5":"bob@gmail.com"

{

1

,"DocumentID": "34"
,"AccountKey": "20003"
S oIY" "AccountName"
,"ValueDate": "16/02/2021"
,"ltemKey": "4203"
,"12av" "ltemName"
,"Quantity": "20.00"
,"Price": "45.00"
,"DiscountPrc": "10.00"
S'APEDpTA" ("Remarks”
"reference": "90009122"
A

}

,"Document|D": "34"
,"AccountKey": "20003"

S oI2" "AccountName"
,"ValueDate": "16/02/2021"
,"ltemKey": "4202"
,"D1LIN DTN ltemName!
,"Quantity": "10.00"
,"Price": "50.00"
,"DiscountPrc": "10.00"
S"APLNpTA" ("Remarks"
"reference": "90009122"

if
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API GET
-0 N2WN T NIT? XNP21 NINTN 721NN NIT AN [N, NMIpNnNn NAYIAYNNN D2IN N2'WN 1IN
Command prompt-n N72van "'v ,API

NINAN NI21WaN NN uxa7 v C:\hash7\H-Mobile\H-Mobile-1.0.8\Hconnect n"pma

Hrep nnamn nx 2van? .1
IN2 YN?7 NYID2 NTYU7 .(NNaN TIp) DRIMIN DX IwN? 0'%N NN N1ann 2w ID-Nn K 1mng- .2
[X2 YN KYID2 NITU7 .011N20 NN QI7wW7 DX 1NNy N 2w ID-n INTMn?.- .3

E¥ Administrator: C:\Windows\System32\emd.exe — O b4

APIN TIpA NNIX P'ATNY1,NIXNAY NNIRYN 70 NNRAXINN NNIYWN DK PMyn? w,1an 1NK?
encrypt_reportData

BN Administrator: C:\Windows\System32\cmd.exe — O %
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port = 2846;

createse
return P

child

child.stdo

conso
reject("”

Reports JSON:
field remarks required
encrypt_reportData v NP2 NNan
params_data v N1 190N

1. The data in this file include two parts:

e "encrypt_reportData" —a long encrypted string that refers to the
report structure.

e '"params data" - if the report was designed to be issued according
to parameters, this part lists the parameters that you have to enter
for a proper export of the data.

2. If you do use parameters you should update one property value only on
each property object. The property "defVal" includes a default value for
this property and this is the place to change it to the value that you want.
All other properties should be modified according to their type. For
example for report (below) having sort codes 100 - 399 you should change
to "100" instead "-999999999" and 399 instead "999999999".

e Date type parameter is in mm/dd/yy format.

ERP
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15

Jason Example with "client" changes:

{

encrypt_reportData =
'0c61e292d66a71326e011b089534eel................... 4b4312a84bacl4e0ab520a0361d9bcd090';

params_data=[

"p_name":"  MUSTACH PO ",

"id":"0",

"type":"long",

"name":"|I'n TIp/jIawn 'vIa .1/Iawnin NRIvan nTw/ann',
"defVal":"100",

"opName":"T1v..n",
"opOrigin":"from"

"p_name":"  MUSTACH P1 ",

”id”:”SOO”,

”type”:”long”’

"name":"1|I'm TIp/jIawn 'v1a . 1/1awnn nnivan nTw/nn',
"defVal":"399",

"opName":"Tu..n",

n.n

"opOrigin":"to"
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"o nip7?
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JNND 27 NAYAWN A [1AYN [1N220 11T B2B NN :Iawn 'o'v1ad N30 .1
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2 NINTIMIIDAINDT YN 122N DMTPNNN D222 wWiN' 1N, W21 NIATY NNDYL,TIRIm '8N
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N11INY7 'MTN IR0 DK [21INKA DMYPN D'DNaN DK 212 D190 NIT.DIDINRND NN 211D

Rilal
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VUIARY N1 ,RAAIT7 NN 0DYTA NINER27 DN VIAR7 NMYOND NAwAYN :0N'NR [NJ10° .3
TIWNNN DA |NNNAN DX 1'AVNT YWEINW2 UNAN IMNRN 28 2'1NN7 IX NN 197 1NN
DM'NNA NINND TIWN1 D'WNNYN 'R ,INND DN2NIN D090 NNIAPAY RTH?2E,INN? NINKRD
(MINXN TIWN2 'NNNN MY NN 2190 1NN 1NN L2 X7 OXY) 0'22710 0NN DNN
2NN N"un 9212 181NN prnnn 0 ,n"un 7710 121 N7 12100 011NN 1NNy NTHT e
n"un 97120 1'NNN NN IXAIWAD NN AINN? NAIN,NINT 9K 2V
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